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Closing the Loopholes in Tamper-evidence for 
High-risk Products and Markets

To make a pharmaceutical folding box 
tamper-evident may be as simple as 
taping the flaps. This method will reduce 
some less severe types of fraud, such as 
taking a blister out of the box, at a shop 
or warehouse, without notice. However, 
in high-risk environments, fraudsters 
may elaborate fancy methods to harvest 
even security sealing labels on original 
packaging for reuse. Dr Marietta Ulrich-
Horn, together with devoted clients, works 
on a systematic approach to close the 
loopholes in tamper-evident technology.

When evaluating a pharmaceutical 
product’s risk of being compromised, the 
surrounding market as well as the risk 
of the product shall be considered. The 
following table shows categories of illegal 
activities from smaller fraud to organised 
crime. Use this table1 to evaluate in 
each single case the tampering risk of a 
particular pharmaceutical product in a 
particular market.

There are several ways that fraudsters get 
hold of security sealing labels, such as

1. Mimicking or copying the security 
sealing labels by printing,

2. Skillfully peeling the labels without 
destroying them,

3. Helping this peel by heat – e.g. with 
a hair dryer – and thus weakening 
the adhesive,

4. Weakening the adhesive by deep 
freeze temperatures,

5. Soaking the whole box in a liquid 
such as water or solvent, to weaken 
the adhesive from underneath, 

whereas the folding box typically 
cannot be reused and would be 
reprinted. 

The goals of such tampering can be to 
remove content from the original box, or 
replace the content, without notice.

More commonly, however, if so much 
effort is undertaken, criminals harvest 
intact security sealing labels from used 

boxes, to then reuse them on newly 
printed boxes on a larger, criminal scale2. 

Such types of fraud may lead to 
human harm and death, as illegally 
produced counterfeit products may be 
contaminated, ineffective or have other 
properties than expected. Brand value 
perception will be negatively affected, 
and liability claims may further damage 
the right holders of genuine product.

How to cope with these fraud challenges?
First of all, in order that security 
seals cannot be mimicked and mass-

reproduced, they should be identifiable 
as what they are, by overt and covert 
security features, which are recognisable 
and difficult or impossible to copy. 
Nowadays identification codes – unique 

identifiers – are an efficient additional 
means for this recognition, as apps not 
only identify the codes, but also help 
the user to understand the labels’ visual 
appearance and overt security features. 
For all of the removal attacks from 2 to 5, 
tamper-evident technology is key. 

For low-risk products and markets, a 
strong adhesive in conjunction with 
break cuts may suffice to make up for a 
simple seal, which will ward off fraud of 
lower probability and impact. A balance 
needs to be kept between breakage of 
cuts and adhesion. The often-targeted 
carton fibre tear is not always as safe as 
it seems. When uncoated carton is torn 
completely, this leads to the opportunity 
to glue the carton underneath the label 

without notice.
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Type of product fraud 

Tamper attack by liquid, heat and deep freeze

label with break cuts upon destruction
Too much fiber tear may permit re-gluing 
of the broken board, without damaging 
the label.
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When it gets to higher risk, void technology 
proves to be more efficient. As opposed 
to relying on a high adhesion and 
cohesion of the adhesive, balanced with 
the carton, the void technology provides 
a reliable weakness among its ink layers. 
This makes it a robust technology. It leads 
to breakage and display of symbols such 
as “VOID” under all standard ways of 
peeling. To resist cold spray attacks, it is 
recommended to use adhesives that also 
work under below-zero environments, 
once they have been stuck for 24 hours.

The patterns displayed by this so 
called void-effect can be fully customised, 
using e.g. a lock symbol or language, 
and it can be in register with the security 
sealing label design and shape. These 
labels can be in different colour shades, 
and can be highly translucent to leave 
text and barcodes underneath readable. 

void labels and how they work – before, 
after - This “void” technology separates 
several ink layers to a specific “OPEN” 
pattern upon removal and works on 
many surfaces, such as varnished and 
UV varnished boxes.

translucent void label on top of 2D codes 
Translucent “void” technology leaves 
underlying text and codes readable.

It becomes tricky when fraudsters use 
heat to remove labels. The use of heat-
reactive ink, which appears irreversibly 
around a temperature of e.g. 80 degrees 
Celsius, covers that heat gap. 

How about soaking used 
pharmaceutical folding boxes for 
harvesting? A new void-technology has 
been recently developed to cover the 
wash-off gap. 

So void labels that resist the hardest 
of tampering attacks, thus resisting 
the harshest fraudster and criminal 
environment, are recommended to have 
several different void zones:

• Void zones made up of weak ink 
layers, for normal release by users 
to indicate the opening,

• void zones which indicate heat-
based tampering,

• void zones which indicate soaking 
the seals together with the boxes, 
where they are on. 

drawing of a prototype of such a seal, 
comprising of several void zones

It is also important to communicate 
what is being used with those that are 
using the products. Examples include 
communicating the tamper-evident 
feature being present on the package, 
and statements such as “Do Not Use if 
Tamper Seal is Missing or Broken” can 
help consumers to know what should 
be present and how to check for its 
presence. Combined with a robust and 
well-constructed and tested tamper seal, 
communicating your features can further 
demonstrate your interest in helping your 
customers be assured they are buying 

genuine goods. 

When it comes to protecting 
patients against the ever-increasing 
professionalism of criminals, proactive 
measures must be even more professional. 
Risk analysis and a solid risk mitigation 
plan lead decision-makers to take the 
right track in tamper-evident sealing.
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VOID label on pharma Packing: “Do not use if 
tamper seal is missing or broken” may be an 
important message to users such as patients or 
health care professionals.


